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November 2020 Recommendations as 

compared to November 2022 Progress*1 

 
 

 

 

 

 

 
1 November 2020 Risk Assessment was approved by the LEAP Board of Directors in January 2021. 
November 2022 Risk Assessment was completed in 2022, and is due to be presented for approval to the Board of 
Directors in January 2023. 
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Technology and Privacy Risk Management 
November 2020 - Recommendations November 2022 – Progress 

• We recommend that you adopt a Bring Your Own 
Device Policy that clarifies what agency information 
may and must never be accessed on personal 
devices, including whether employees may access 
Personally Identifiable Information (PII) on their 
personal devices.  

• Personal Electronic Equipment – subsection 
of the Electronic Monitoring Policy (Section # 
5.013) includes language regarding the use of 
personal devices (allowability and monitoring 
of)  

• “(employee) gives permission to the Agency to 
inspect the personal computer or image 
recording device at any time with personnel 
of the Agency's choosing and to analyze any 
files, other data, or data storage media that 
may be within or connectable to the personal 
computer or image recording device in 
question” 

• It is common practice to require users to change 
login practice on a regular basis. We recommend that 
you develop a policy as soon as possible that 
provides guidelines about the strength of passwords 
and the frequency of changes. 

• With the adoption of Microsoft 365 as the 
agency-wide tool for email, file-sharing, 
computer login, and with oversight by third 
party contractor Stored Tech, passwords are 
required to be changed on a regular basis. 
Password protection is also discussed in detail 
with the Data Management Policy (Section # 
5.019) of the Employee Handbook. 

• We recommend that you begin providing periodic 
staff training and messaging to reduce the risk of 
social engineering losses at your agency. See the full 
report for suggested topics for this training.  

• Phishing/hacking alerts, communication and 
monitoring are provided by staff by third-
party contractor Stored Tech as part of their 
agreement with the agency. 

• We recommend that you being offering training to all 
staff on how to avoid phishing scams and frauds, and 
that after completing your training that you begin to 
conduct exercises no less than annually to test 
employee vulnerability to social engineering frauds.  

• Stored Tech has been contacted regarding 
Cyber Safety training 

• You indicated that your agency does not have a data 
breach plan in place. We recommend that you 
address this gap as soon as possible. See the full 
report for this module for information on key 
components in a plan, as well as hyperlinks to NYS 
and other state breach notification laws. 

• Data Management Policy (Section # 5.019) 
includes specific information regarding 
access, allowability, controls, disaster 
recovery plans, as well as the procedure 
when a violation of the policy occurs. 
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• See the report for this module for information on 
cyber liability insurance. 

• We have looked into this type of insurance 
each year over the last 3 years with NBT 
Insurance, the broker for our General Liability 
policies with Selective Insurance Company. 
Following a meeting with NBT in December 
2022, we are going to discuss the role Stored 
Tech does/can play in the event of a claim. At 
present we do not have Cyber Liability 
Insurance coverage. 

 
 

Facilities and Building Security 
November 2020 - Recommendations November 2022 – Progress 

• Review your evacuation plans to ensure that they are 
comprehensive; a list of elements that should be 
included in a thorough plan can be found in your full 
report for this module. 

• Within the “Agency / Center Closures” 
(Section #5.020) the following is stated 
regarding facilities in the event of an 
emergency. 

“2. Natural Disasters, States of Emergencies 
- “States of Emergencies” are being declared 
in response to disasters which are defined as 
“occurrence or imminent, impending or 
urgent threat of wide spread or severe 
damage, injury, or loss of life or property 
resulting from any natural or man-made 
causes, including, but not limited to, fire, 
flood, earthquake, hurricane, tornado, high 
water, landslide, mudslide, wind, storm, 
wave action, volcanic activity, epidemic, 
disease outbreak, air contamination, 
terrorism, cyber event, blight, drought, 
infestation, explosion, radiological accident, 
nuclear, chemical, biological, or 
bacteriological release, water 
contamination, bridge failure or bridge 
collapse.” 

• Consider developing a clear, bomb threat policy for 
your agency. See your full report for additional 
resources.  

• Though not a standalone policy, it is 
included in the above 

• Consider the value of requiring ID badges for all 
visitors. Explore affordable options and possible 
barriers to implementation. Solicit input from staff 
prior to implementing a new badge policy. 

• Will consider requiring badges/identification 
for clients/volunteers 

• We have a template for volunteer ID badges, 
and branded lanyards have been ordered.  
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Zac will write procedure for departments to 
request IDs for active volunteers. (SS 3/6/23) 

 
 
 
 
 

Transportation 
November 2020 – Recommendations November 2022 – Progress 

• You indicated that your organization provides, or 
sponsors transportation services or owns (or leases) 
vehicles. The following transportation issues were 
identified as concerns during the assessment. Look to 
the full report for details. 

•  
• - Remember that cargo is not typically covered under 

regular vehicle policy. Check with your broker to see 
if you have the appropriate policy for coverage 
(usually inland marine coverage). 

•  
•  
•  
•  
•  
•  
• We have comprehensive automobile 

coverage, in addition to inland marine 
coverage as recommended. 

 
 

Client and Participant Safety 

 
November 2020 - Recommendations November 2022 – Progress 

• We recommend that you update your 
organization's policies to include specific 
instructions about appropriate and inappropriate 
hugging. For example, hugs should never be 
offered or given to meet the caregiver's needs, 
and hugs should only be from the side, over the 
shoulders, and never from the front. 

Will draft a Head Start-specific policy around 
appropriate vs. inappropriate hugging /touching. 
 
Director of Head Start is creating HS/EHS specific 
policy to address.  (SS 3/6/23) 

• We recommend that staff at your agency be 
required to sign confidentiality agreements that 
reinforces your commitment to safeguarding the 
privacy of service recipients. Also consider 
providing periodic training that includes 
examples of what constitutes private, or personal 
information. 

When staff sign-off / agree to accept terms of the 
Employee Handbook, this includes the 
Confidentiality Policy (Section #5.017), which 
covers client information. 
 
“All information concerning clients, former 
clients, our staff, volunteers, financial data, and 
business records of L.E.A.P. is confidential.  
“Confidential” means that you are free to talk 

Commented [SS1]: I think we should have something in 
place if we don't already.  I have emailed Shannon inquiring 
about any existing policy.   

Commented [SS2R1]: I will work on creating this.  
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about L.E.A.P. and about your program and your 
position, but you are not permitted to disclose 
clients’ names or talk about them in ways that 
will make their identity known” 

We recommend that you update your screening 
practices to ensure that you are exploring the 
issue of how applicants would exercise control 
over clients. Applicants also need to know the 
organization's guidelines for discipline and 
control. If the applicant appears to be unwilling -- 
or unable -- to adapt to the organization's 
guidelines for exercising control over service 
recipients, the organization would be well 
advised not to place the applicant in a position 
that requires supervising activities for service 
recipients. 
 

 

Will explore both in-house training opportunities 
as well as those offered through other 
organizations. 

 
 
Director of Human Resources will be responsible 
for development of screening process to 
determine if applicants for client facing positions 
are trained (or would require training) in de-
escalation. (SS 3/6/23) 

 
 

Volunteer Risk Management 
November 2020 – Recommendations November 2022 – Progress 

• Volunteer position descriptions assist in clarifying 
expectations for key volunteer roles. This is helpful for 
the organization and the volunteer as well. We suggest 
you develop position descriptions in the near future. 
See the full report for recommendations regarding 
possible items to include in your volunteer position 
descriptions. 

• We do not have a blanket or program-
specific volunteer job description at this 
time – do we feel this is necessary? 

• Executive Director will work with Outreach 
and Development Coordinator and Director 
of Human Resources to develop a general 
volunteer job description customizable for 
appropriate area. (SS 3/6/23) 

• We recommend that you resolve to apply a consistent, 
documented process to guide the screening and 
selection of volunteers. Recognize that a consistent 
process related to the risks of volunteer service should 
be used with respect to all positions, or with respect to 
similar positions. For example, if you require reference 
checks for sensitive volunteer roles, you should require 
that references be checked and documented prior to 
the placement of a volunteer in a sensitive role. Staff 
members who refuse to follow your process should not 
be permitted to continue in screening roles or offered 
additional training and support to help them follow 
your policies and process.  

• There is a process and documented 
orientation program regarding Board 
Director who serve in their roles 
voluntarily.  

Do we feel it’s necessary to have a 
screening, onboarding policy and 
procedure for all other program-
volunteers? 

 

Commented [SS3]: The way I read this recommendation, 
it speaks more to interacting with clients who have or may 
become escalated, or who has demonstrated indications 
they are a threat to themselves or someone else.  There is 
some training we could do in this area both in-house and 
through other organizations. 

Commented [SS4]: Now that I read this again, I think it is 
speaking to screening applicants prior to hire.  A process for 
determining the applicant's ability and willingness to comply 
with policies and procedures related to escalation of clients 
would be the appropriate response. 

Commented [SS5]: We could start with a general 
description of volunteer activities, and perhaps a food 
pantry volunteer description.  What, if any, volunteers do 
we have in HS? 

Commented [SS6]: Right now I don't think we don't have 
enough volunteers to warrant it.  Before we make 
aggressive moves to increase our volunteer base, I think this 
would be good to have in place for any volunteers that are 
client facing. 



6 | P a g e  
 

We do not currently utilize enough 
volunteers to warrant this process.  We will 
re-evaluate in one year.  (SS 3/6/23) 

 

 
• Reference checking is an important and potentially 

invaluable part of a thorough screening process for 
volunteers. We recommend that you add reference 
checking to your volunteer screening process. See the 
full report for additional information related to this 
recommendation, including suggested reference 
checking questions. 

• Do we feel it’s necessary to include 
reference checking as part of any policy 
and procedure for all volunteers? 

• Although there are no federal laws or regulations that 
prohibit a nonprofit from permitting or inviting exempt, 
salaried staff to also serve as 'volunteers,' an employer 
should never coerce or require its staff to volunteer, 
and any work that is substantially related to the staff 
member's primary role should not be described as 
volunteer service. Non-exempt, hourly staff must be 
paid for every hour worked. Extreme caution should be 
used before asking a non-exempt employee to 
volunteer. See the full report for additional information 
on this topic.   

• Under section ‘Pay’ (#2.005), the following 
makes clear when an employee may be 
considered a volunteer. 

•  
• “Under appropriate circumstances, should 

an employee offer their services at agency 
events, the agency may accept the services 
of staff as volunteers.  It is the 
responsibility of the employee to notify 
their supervisor and the HR Director to 
verify the following: that their volunteer 
service must be completely voluntary, the 
service must involve work which is outside 
the scope of normal employment duties, 
and the service must not be conducted 
during normal working hours” 

• You answered that you do not have an orientation for 
your volunteers. Orientation is an important 
component of volunteer risk management. We 
recommend that you consider developing and 
implementing an orientation program for your 
volunteers, or at least for volunteer roles with ongoing 
or sensitive responsibilities. See the full report for 
suggestions on possible topics to include in your 
orientation. 

• Do we feel it’s necessary to have a 
documented volunteer orientation? 

Prior to any significant effort to increase 
the number of volunteers, we will develop 
a simple volunteer handbook and 
volunteer training to share our culture, 
mission, values, and policies (as 
appropriate) with volunteers.  (SS 3/6/23) 

 

• Consider developing a volunteer handbook as a way to 
share important policies with your volunteers. 

• Create a sub-section of the handbook that 
is specific to volunteers? 

• See above 

Commented [SS7]: A benefit of volunteer orientation is 
expansion of mission awareness and word-of-mouth 
support.  Volunteers that are 'sold' on our mission and 
understand our culture are more likely to be financial 
donors, and more likely to spread the word about us and 
our services.  Orientation doesn't have to be technical, it 
can be cultural. 

Commented [SS8]: I actually love the idea of a volunteer 
handbook.  It lends weight and credibility to the work they 
do for us, while it offers support and direction for the 
volunteer. 

Commented [GU9R8]: If we develop a volunteer 
handbook it needs to be a standalone handbook, not part of 
the employee handbook. 
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• Not having an established termination process for your 
volunteers can create uncertainty and potential 
disruption if a volunteer thinks they have been 
terminated unfairly. Adopting a process to guide the 
termination of volunteers will enable your nonprofit to 
manage these difficult circumstances consistently and 
effectively. 

• Do we feel it’s necessary to have a 
documented volunteer termination 
process? 

• This will be covered in the volunteer 
handbook and orientation.  (SS 3/6/23) 

• You indicated that you encourage volunteers to raise 
concerns but that you do not have a formal process for 
them to follow. It may be confusing or discouraging to a 
volunteer who has a complaint but does not know how 
to resolve it. We suggest establishing a formal process 
for volunteers to voice concerns with your organization. 

• Add ‘volunteer’ (in addition to ‘employee’) 
to the Whistleblower Policy? 

 

Our Whistleblower policy will be included 
in the volunteer handbook.  (SS 3/6/23) 

 

• Conducting exit interviews with departing volunteers 
offers many benefits. We recommend that you consider 
conducting exit interviews. See the full report for 
suggestions on components of an exit interview process 
as well as questions to include. 

• Do we feel it’s necessary to conduct exit 
interviews with volunteers? 

• Not at the time.  We will re-evaluate in a 
year.  (SS 3/6/23) 

 

Crisis Management and Business Continuity 
Planning 

November 2020 - Recommendations November 2022 – Progress 

• Having key information available during a crisis will 
assist in providing for timely response We 
recommend that you develop a crisis communications 
plan within the next six months. The plan could be a 
standalone document or part of a broader Crisis 
Management Plan. You no doubt have some pieces of 
a plan already drafted, such as an overview of your 
chain of command, a succession plan, an up-to-date 
list of staff, volunteers and other key stakeholders. 
See the full report for more details on a Crisis 
Communication plan. 

• Succession plan regularly updated 
• Policy & Procedure for the following in place: 
• 1. Agency/Center Closures (weather or 

natural disaster) 
• 2. Airborne & Infectious Disease Prevention 
• 3. Return to Work following a pandemic. 

  

• You indicated that your nonprofit does not have a 
business continuity plan (BCP). A Business Continuity 
Plan helps an agency either prevent the interruption 
of mission-critical operations or resume these 
activities following a disruption of normal operations. 
We recommend that you develop a BCP, as a 
standalone resource, or as part a broader Crisis 
Management Plan. 

• We have a policy and procedure that is very 
specific to COVID-19. Will draft a more 
general BCP – how operations would 
continue (or not) should the agency be 
required to be fully remote 

• Executive Director will establish a committee 
to ensure all aspects of agency are 

Commented [SS10]: A volunteer orientation and 
handbook could eliminate the need for this.  Both could 
address it and offer guidance without a separate procedural 
document. 

Commented [SS11]: The Whistleblower policy could be in 
the Volunteer handbook and should cover this. 

Commented [GU12R11]: Agreed. 

Commented [SS13]: Down the road, maybe.  If we have a 
reasonable volunteer base and folks who volunteer on a 
regular basis, or for a regular "shift".   

Commented [SS14]: Yes.  
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thoroughly covered in a Business Continuity 
Plan.  (SS 3/6/23) 

 
 

Fundraising and Resource Development 
November 2020 - Recommendations November 2022 – Progress 

You indicated that your process for tracking 
requirements and expectations for funding 
received from foundations or similar 
organizations isn't as developed as it should be. 
Given that many grants have specific terms and 
conditions related to the funding, you should 
ensure that you are being accountable to them. 
See the full report for advice on this issue. 

Put in writing the role that Fiscal, Development, 
ED and/or Program Staff have in relation to 
tracking requirements (financial and 
programmatic) when a private restricted gift is 
received. 

Finance Director will be responsible for 
developing and documenting this process.  (SS 
3/6/23) 

Nonprofits that have minimal experience with 
government contracts may be caught off guard 
and unprepared for some of the risks associated 
with such funding, including inadequate funding 
for infrastructure, late payment/reimbursement, 
and complex reporting requirements. 
Thoughtfully consider the range of risks and 
'what ifs' before you seek any government 
contract 

We have much experience with government 
contracts, and our policies and procedures (fiscal 
and personnel) reflect the requirements of 
Federal and/or state funding, as well as 
compliance with OMB Guidance. 

• You indicated that your nonprofit has not 
adopted goals with respect to the diversification 
of funding sources. Perhaps your agency has a 
single, highly reliable source of funding. Or your 
revenue streams have been judged adequately 
diverse. See the full report for a few risk tips 
related to the goal of diversifying funding 
sources.  

The agency drafted a revised set of strategic goals 
following the Board Retreat in November 2022. 
Included within the goals was a focus on ‘private’ 
fundraising and resource diversification. 

 

Fund Development Committee has been 
restructured and a meeting schedule has been 
set for 2022. 

 

Fund Development Committee has been 
restructure and first meeting was held in 
February of 2023.   (SS 3/6/23)  

 

 
 

Risk Management Basics 

Commented [SS15]: Agreed.  This should be a beginning 
to end description of how to handle non-fed funding. 
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November 2020 - Recommendations November 2022 – Progress 

• Consider forming a risk committee to ensure a 
diverse array of perspectives in agency risk 
management. See the full report for tips to increase 
the effectiveness of your risk committee or reach out 
to NRMC for Risk Help on this topic. 

• Implement Risk Committee – combination of 
Board, PC and staff? 

• Executive Director responsible for 
establishment of committee.  (SS 3/6/23) 

• Consider drafting a risk management policy 
statement that describes the overarching goals and 
scope of your risk management program. 

• A Risk Management Policy is included in our 
Fiscal Policies and Procedure Manual. Risk is 
addressed on an ongoing basis, as opposed to 
a one-time or annual event. 

• Revisiting the structure of your insurance program 
and issues such as policy renewal dates and 
understanding your coverage could be very helpful in 
transforming a chaotic and sometimes frustrating 
experience into an activity that inspires confidence. 
Consider speaking to your agent or broker as soon as 
possible to schedule a meeting to discuss 
opportunities and options to strengthen the 
management of your insurance program.  

• We meet with our broker annually to ensure 
that coverage is adequate, has been 
benchmarked against the marketplace, and 
has been revised to address any changes in 
agency structure or programming (vehicles, 
locations, client numbers, etc.) 

 
 
 
 
 
 
 
 

Governance Risk 
November 2020 - Recommendations November 2022 – Progress 

• We recommend that you consider ways to 
involve the full board in the CEO's annual review, 
while retaining the current practice of having a 
committee lead or facilitate the process. See the 
full report for additional suggestions on this 
topic. 

 

Full board is included in the review process. 

An active, engaged finance committee is key to 
effective fiscal oversight. Congratulations on the 
work completed to date to ensure a high level of 
engagement. Consider the following suggestions 
to sustain your success in this area: (1) rotating 
membership on your Finance Committee, (2) 
including discussion prompts and questions as 

Membership has recently been updated to 
include representation from each section of the 
Board; and is based on Board Member interest 
and/or background. 

The Finance Director prepares reports with 
substantial narrative, and uses highlighting and 

Commented [SS16]: Yes, to include representation from 
Admin, HS/EHS, and CFS.  Maybe semi-annual meetings?  
That should be enough.  We could include the contingency 
that the committee will meet to debrief in the event of an 
incident. 
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part of financial presentations, and (3) 
experimenting with having members of the 
Finance Committee present different segments of 
the report 

other ways to draw the board’s attention to the 
most important pieces of the report(s). 

At present, only the Finance Director presents 
the data within the monthly reports. If 
committee meetings were every month, and 
inclusive of the report that is presented at each 
board meeting, rotating presenters would make 
more sense. 

 

Consider developing an annual or bi-annual 
board self-assessment process to provide 
feedback to individual board members, as well as 
feedback on the performance of the board as a 
governing team 

Evaluate Board Performance as a way to improve 
engagement? 

Executive Director to work with Board on BOD 
self-assessment process.  (ss 3/6/23) 

 
 
 

Contracts 
November 2020 - Recommendations November 2022 – Progress 

Revisit the current process for entering into 
Independent Contractor Agreements, to identify 
why it is especially challenging or time 
consuming to finalize these agreements before 
work begins on a particular contract. Perhaps 
there are extra steps or other reasons why it 
takes longer than is practical to finalize these 
agreements 

 

Length of process is driven by grantor and/or OMB 
guidance (requirements) 

Within Fiscal Policy: 

ED is responsible for negotiating and signing 
contracts 

New and Recurring contracts are presented within 
the Annual Budget drafted for approval by the Board 
of Directors before the start of the new fiscal year. 

Throughout the fiscal year, board approval is only 
required for new contracts when they are (a) not 
included within the approved budget and (b) not 
covered by an existing source of income (public or 
private grant agreement) 

The term of the contract shall not exceed a five-year 
period, after which renewal would be subject to re-
competition 

  

Commented [SS17]: An objective standard against which 
the board could self-assess could be very effective. 
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Human Resources and Employment Practices 
November 2020 - Recommendations November 2022 – Progress 

You indicated that your agency has not 
identified who is a 'disqualified person' under 
IRS regulations. We recommend that you 
learn more about this topic determine 
whether your organization is required to 
comply with these regulations and take steps 
to ensure compliance. 

 

I don’t believe this needs to be in writing? 
Disqualified: officers, large donors, etc. 

NEW (Not identified in 2020) -Retention and Recruitment, and the impact on 
(1) programming and (2) staff (who cover 
several responsibilities) 

 

Director of Human Resources responsible for 

development and implementation of stay 

interviews (already in development) and a 

process for reviewing and documenting data.  

(SS 3/6/23) 

 
 
 
 
 

Financial Reporting and Internal Controls 
November 2020 - Recommendations November 2022 – Progress 

You indicated that disbursements are not 
always made by check. Making all significant 
disbursements by check ensures that there is 
a written record of every transaction 

Currently only pay 6 vendors (of several) via 
online payment. This is driven by the risk 
should a check (mailed) not be received or 
recorded by the vendor in a timely manner, 
resulting in loss of services 

- National Grid 
- Selective Insurance 
- CDPHP 

Commented [SS18]: Love the idea of a committee to 
review the efficacy of current practices. 
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- Guardian 
- American Express 
- Verizon Wireless 

You indicated that your agency does some 
financial forecasting, but it tends to be 
relatively short-term 

 

As part of the Head Start budgeting process 
(starts mid-fiscal year), a forecast is developed 
to ensure spend-down of current year funding 
and to forecast how funds will be spent in the 
upcoming budget year. This constitutes 86% of 
the agency revenue/expense. 

 

You indicated that your organization does not 
use a bank lock box 

 

Due to the nature of the income we produce 
over the course of the year, the majority of 
which is processed via ACH or wire, we only 
have a few checks and/or cash to be physically 
deposited each month 
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